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Since the beginning of 2020, the world community has been under an
unprecedented crisis facing uncertainty due to COVID-19 pandemic with the
potential of the virus to change the history books. This could not leave ship
operations out of the collateral damage.
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Shipping industry transports 90% of the goods worldwide and plays a key role in
world’s economy, has already been affected. Certainly, the next months are going to be
critical not only for shipping but the whole economy and trade. In this article, we
present ten key issues that need to be considered by the maritime community amid
this covid-19 outbreak.
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Human related issues
#1 Crew sign on/off shore leave
Crew changes may be under significant delays due to travel restrictions in different
countries. Problems may occur not only for seafarers travelling from specific countries
of origin (e.g. a city of origin on lockdown) but also for all seafarers using as transit
countries areas that have affected from the virus and also may be facing a possible
quarantine upon arrival. As far as practicable, operators should try to avoid crew
changes in affected countries and use direct flights to avoid additional restrictions in
arrival countries. Shore leave is something to be considered, in the same context. In
affected countries shore leave may be preferable to be suspended in order to avoid
further implications of severe nature.
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#2 Seafarer repatriation
Most of the above restrictions are applicable to this issue also. Challenges may occur in case a seafarer after
disembarkation for repatriation is put to quarantine in the airport for any reason. Full assistance should be
provided by local agents in order to ensure that these seafarers will finally depart for their home destination.
#3 Medical handling of suspect cases on board
This is one of the most difficult issues to face. Suspect cases on board should be treated in accordance with an
effective covid-19 contingency plan. Medical chests on board are to be enriched with additional quantities of
related medical items (Fever and pain medication, Sodium lactate solution, Alcohol-based hand rub, Chlorine,
face masks, hand gloves etc). Isolation spaces are to be determined in order to keep the number of affected
seafarers as much as lower it can be. Transferring cases ashore is also a challenge, as many countries may not
accept affected seafarers or if the finally hospitalize them there will be additional fees for treatment.
#4 Ship Attendance for Certification and statutory purposes
This may be a significant challenge, especially with certification as there may be problems related to the
transportation of personnel (e.g. superintendents, inspectors, vetting officers, class/club surveyors vising ships
etc). A proper arrangement for all affected activities is to be scheduled (crew change, audits, inspections etc).
When necessary a proper discussion should be in place with Class, Flag and other parties involved.
Operational related issues
#5 Cargo operations
There may be port/terminal issues as a port/terminal may be closed for operations and subsequently delays may
occur. This may affect the time schedule of operation or the cargo itself (in case of cargo affected by
environmental conditions).Probably the most important issues will occur to container operators, as the schedule
of both loaded and/or empty containers is to be disturbed. Additional challenges may occur in case the
operation is subject to human presence (eg stevedores, shore technicians ect), which increase the possibility of
affection. Measures included in a covid-19 contingency plan to be implemented in case of presence of terminal
personnel on board. For container managers a reschedule of initial operations may be effective in order to avoid
delays or additional costs for re arranging containers on board.
In many cases also significant delays and/or quarantine has been effected due to the travel hisotyr of the ship
over the last 15-30 days due to call in several high risk calls.
#6 Bunkering/de bunkering
Such operations are to be minimally affected by the ongoing situation, as there is no need to have face to face
conduct in close distance during operation. The use of appropriate PPE during connecting/disconnecting the
hoses and documentation handling between crew and bunker provider, should protect the spreading of any kind
of disease.
#7 Stores, Supplies, Spares
All inspections and supplying procedures are focused, for the time being, on quantity and quality conformance of
received items. As these items may be subject to infection, this may cause problems to ships. Additional issues
may occur if the port facilities or store providers refuse to provide required items due to local trade restrictions
due to virus affection counter measures. Again good planning and schedule in storing and supplying could be a
solution. Therefore, operators should be informed about all restrictions prior engaging in such operations.
#8 Delays due to Pilot shortage/refusal to board
There are two aspects of this issue. One is the reduced number of pilots available due to virus infection and the
other is the refusal of the pilot to board the vessel due to her previous port schedule (visiting ports in affected
countries). Both issues are important and may cause delays or changes to ship’s schedule. However, operators
during voyage planning stage should ensure through local agents that pilot will be available upon ship’s arrival
and in accordance with port regulations. Additional delays due such causes should be documented for future
use.
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#9 Repairs/Retrofits/Recycling
Ships already under repairs or within shipyards, will probably face problems due to work restrictions from shore
side. This will lead to delays on scheduled times and future contracts of ship. Operators should obtain any kind of
reassurance from shipyards (or recycling facilities) on time schedule and documented evidence that the delays
are not caused by the ship side.
Financial Related Issues
#10 Insurance covers and claims due to delay
This is a totally unknown parameter. There are no premiums available in the market due to the sudden and
uncertain nature of the outbreak and there can be no proper due diligence to predict what kind of challenges
may be faced at any time due to the fast changing nature of the situation. This is also applicable to the clauses
included in the relevant charter parties. Who will cover such expenses as in most cases when the ship is
involved? Until now there aren’t any specific answers to such questions and uncertainty remains.
The shipping community has to rather sooner than later catch up with what is going on, as it seems that the
virus outbreak is here to stay for the next forthcoming months. The actions put in place by any operator,
charterer and any other stakeholder can make or break any organisation. We are at the beginning of the learning
curve and have to observe patience!
Source: SAFETY4SEA

April, 2020

Much of the guidance that BIFA has been giving during this COVID 19 period relates to imports into the UK and
domestic problems. However, one problem that we anticipate will increase is that more cargoes than ever
before will be abandoned at the overseas destination. We have already seen this occur in the UK and we
believe that this will be repeated overseas.
Prior to the present crisis reasons for abandonment are varied
with one of the most common being that the seller and buyer
have a commercial disagreement leading to the latter rejecting
the consignment at the destination port. Also, we have seen
changes in regulation, often introduced at short notice,
prohibiting the importation of certain goods together with
regulatory checks identifying non-compliant goods which
cannot be imported.
Now the reason is often much more straightforward, the
consignor has seen his market collapse and decides to reject
the cargo, or they have ceased trading. In either scenario the
forwarder is in a difficult position, and under the shipping lines
“Merchant Clause” is likely to pursued for outstanding monies. As the cargoes are often held on the quay for
several months this can include high amounts of quay rent and demurrage.
Certain trade lanes or types of goods seem to attract particular problems, for instance waste plastics and similar
products cause significant issues because traders still persist in trying to hide non-compliant types of plastics
along with compliant products.
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Dealing with abandoned cargoes can be both difficult and time consuming, carriers have whole departments
dealing with such situations. The issues usually revolve around who is responsible for the quay rent, demurrage
costs and the disposal of the cargo.
One of the most frequent questions we receive is who is responsible for the quay rent and demurrage charges
should the freight not be collected from the destination port? BIFA has long advised its Members for FCL
consignments to have processes in place to monitor the arrival, clearance and removal of containers from the
quay. Given the current situation, in addition we would suggest that for FCL shipments from the UK that efforts
are made to check with the destination agent/consignee before the consignment is even accepted for export to
destination.
Using the Merchant Clause incorporated within their conditions of carriage, carriers will contact those parties
named on the Master Bill of Lading that it believes can be identified as a “Merchant.” If the forwarder has
booked the shipment “as Agent” putting the shipper in a direct contractual agreement with the shipping line,
who acknowledges this mutual arrangement via their booking form, email or similar then the forwarder may
have limited or no liability. In such cases, if in place, Liability Insurance cover can be invoked to cover the
associated costs.
However, if the forwarder has contracted directly with the carrier and are shown as shipper on the Master Bill of
Lading, they have done so as principal not as agent and the shipping line will be within their rights to place a
claim on the forwarder.
Also, it is important in both scenarios for the Member to have incorporated the BIFA STC into any contracts with
their customer because this will give them the legal basis, if correct procedures are followed, for exercising a lien
and selling goods to recover costs. At the very start of the process it is important to obtain a letter of
abandonment from either the shipper and/or consignee. Also establish the whereabouts of and collect together
all relevant documents relating to the shipment.
Having reviewed some of the situations that we have heard of, the costs surrounding abandoned cargo can run
into many tens of thousands of pounds and, in at least one case we heard of, into over £100,000. Whilst these
are extreme cases it is not uncommon for the shipping lines to pursue the originating agent of amounts in excess
of £10,000.00. Our best advice in this situation is to act quickly and contact the carrier, as often they are willing
to come to a more commercially viable settlement. At the same time contact insurers to see the extent of the
cover provided.
BIFA has contributed to the recent FIATA publication “Demurrage and Detention in Container Shipping” which
provides guidance which is intended to reduce unnecessary supply chain costs and inefficient behaviour that
lead to detention and demurrage charges. The full document can be downloaded from /media/4265929/fiatagood-practice-guide-on-demurrage-and-detention.pdf
It is also worth remembering that it might be possible to remove the goods to a cheaper storage area than the
dockside, so this option should be explored. Faced with an abandonment the three most common options are to
re-export the goods (which may include returning them to the original shipper), sell the goods to another party,
or destroy them. It is important to identify a party who has local knowledge to assist in dealing with abandoned
goods, they will know about the correct procedures to be followed and have local knowledge regarding potential
buyers for the goods.
Although we work in a global industry the rules in every country are different and BIFA has been made aware
that the UK P&I Club has released a guide, which can be searched by country to see how abandoned cargoes are
dealt with. The guide can be found at https://www.ukpandi.com/knowledge-publications/publications/coverservice/abandoned-cargo-advice/
Source: www.bifa.org
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April 23, 2020
Specialists from the Economic Commission for Latin America and the Caribbean (ECLAC), Ricardo Sanchez
along with Eliana Barleta, analysed the behaviour of the main container ports in the region of Latin America
and the Caribbean (LAC) during the first trimester of 2020 with the impact coronavirus pandemic (Covid-19) in
comparison to 2019, published in a document by PortEconomics.eu.
When observing the exposed data, a sharp drop in the mobilization of containers in the central zone of Chile of 16.5% with 611,828 TEUs mobilized in January-March 2020 vs. the 732,496 TEUs mobilized in 2019. A sharp drop
is also observed in the port of Buenaventura, in the Colombian Pacific, reaching -11.3%. The decrease in the port
of Callao in Peru is also significant, with -5.6% with 536,279 TEUs mobilized in the first quarter of 2020 vs. the
568,146 for the same period of 2019. In addition, there is a decrease of -5.1% in the Gulf of Mexico for the
months of January and February with 775,649 TEUs for the period of 2020 vs. the 783,021 equivalents of 2019.
The figures provided by the Bolivian Chamber of International Heavy Transport are also noted, indicating that,
due to the lack of goods, the flow of trucks from the ports of Chile and Peru decreased from 400 to 150 heavy
vehicles.
The ports of the Pacific Coast of Mexico showed a positive performance of 1.0% in the months of January and
February. The port of Buenos Aires, Argentina, grew 1.6% in January-March with 320,270 TEUs mobilized this
year vs. the 315,336 TEUs of 2019.
Most notable is the case of Santos from Brazil, which grew by 11.0%, going from 883,557 TEUs in January-March
2019 to 980,970 TEUs in the same period in 2020. Meanwhile, the Caribbean Coast of Panama in the January
period- February 2020 grew 14.5% year-on-year; SPRC (Cartagena, Colombia) grew in 2020 by 19.0% year-onyear between January and March; and in the same period Colón de Panamá increased by 22.5% year-on-year;
while in January and February the Pacific Coast of Panama did so by 24.4%.
Blank Sailings (cancellations)
Regarding itinerary cancellations, a total of 20 are registered on the West Coast of South America (WCSA) and 4
on the East Coast of South America (ECSA). In other words, approximately 50% of the total.
The ports of the Caribbean Coast of Panama had a 2% decrease in movement since February 1. According to port
operators, the predicted figures may vary from -5 to -10%. In Mexico, the ports of the West Coast had a fall of
5% from February 1 to mid-March. Meanwhile, a decrease of 7% in the ports of the WCSA, and 6% in the ECSA
were recorded in the same period. On the other hand, the Administrator of the Panama Canal Authority
reported that, as a result of the impact of the pandemic, on March 27, 32 transits had been registered on the
interoceanic waterway, while 52 cancellations of transit.
Reflections
In its last block, the report highlights as essential that not only the ports, but the entire supply chain must
maintain security conditions to face the pandemic. "Logistics services, both international and national, are not
only essential to ensure the smooth flow of supplies for the population, but also to keep national industries and
manufacturing sectors running," the report highlights. In this sense, to maintain this operation, a series of
measures stands out, including:
1.-The establishment of special or accelerated customs procedures for the importation of medical supplies and
other critical products for the population, as well as preferential procedures and the authorization of
international donations of these articles.
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2.- Although air transport has decreased dramatically in terms of the number of passengers, it could play an
essential role in the supply of medical articles, as well as other products purchased online by consumers.
3.- As regards the logistics workforce, it is essential to facilitate operations and provisions for crew change,
supply operations and urban distribution. Increased flexibility with respect to 14-day quarantine requirements is
proposed for international crew members not exposed to social interaction to ensure the maintenance of cargo
supply chains.
4.- It is considered necessary to promote the creation of social and political committees for emergency response
throughout the logistics system, ensuring broad representation, including that of unions and professional
associations, to safeguard dockworkers, stevedores and members of the crew from potential exposure to
infection.
5.- It is essential to facilitate the transit of merchandise, particularly food, water and medical supplies. Mercosur
countries, for example, have agreed on the free movement of cargo, goods and supplies by air and land in the
bloc, in addition to other measures to facilitate communication and promote the well-being of the people.
6.- Borders must remain open for humanitarian assistance. Mexico and Panama, for example, have adopted a
special protocol that allows cruise ships to disembark for strictly humanitarian reasons.
7.- Finally, in the current context of COVID-19, the use of technology should be more widely promoted, along
with the promotion of e-commerce and cross-border digital services. The adoption of virtual platforms such as
Port Community Systems (PCS), the Single Window for Foreign Trade (VUCE), Integrated Information (IIS), and
tools such as Blockchain technology would allow the operational continuity of processes for international trade
and national logistics.
Source: Mundo Marítimo

Briefing: 12 17/04/2020

Customs administrations and port state authorities must continue to facilitate the cross-border movement
of vital medical supplies and equipment, critical agricultural products, and other goods, to help minimize the
overall impact of the COVID-19 pandemic on economies and societies.
Trade by sea must continue to flow to maintain the continued provision of essential goods, including vital
medical supplies, during the unprecedented global situation arising from the COVID-19 pandemic. This was the
message of a joint statement from the heads of the International Maritime Organization (IMO) and the World
Customs Organization (WCO), issued on Friday (17 April).
IMO Secretary-General Kitack Lim and WCO Secretary
General Dr. Kunio Mikuriya strongly urged customs
administrations and port state authorities, together with all
other concerned agencies, to establish a coordinated and
proactive approach to maintaining the integrity of the global
supply chain so that the flow of vital goods by sea is not
unnecessarily disrupted.
The joint statement notes that ports are being closed and
ships denied entry, as travel is curtailed and borders closed
to slow the spread of the disease and mitigate its
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impacts. Such restrictions, it says, may interrupt much-needed aid and technical support, and have negative
social and economic effects on the countries concerned.
It is critical that customs administrations and port state authorities continue to facilitate the cross-border
movement of vital medical supplies and equipment, critical agricultural products, and other goods, to help
minimize the overall impact of the COVID-19 pandemic on economies and societies, the joint statement said.
The two organizations emphasized the utmost importance of communication, coordination and cooperation at
both national and local levels, between ships, port facilities, customs administrations and other competent
authorities. Customs and port administrations are urged to work together to resolve disruptions to the global
supply chain, to support the health and well-being of all people.
The joint statement also referred to recommendations and guidance already issued by the two Organizations. In
particular, IMO has distributed a series of recommendations for governments and relevant national authorities,
proposed by a broad cross-section of global industry associations representing the maritime transportation
sector, including a specific call for governments to designate professional seafarers and marine personnel,
regardless of their nationality, as 'key workers' providing an essential service.
The joint statement comes as the demand for and the movement of relief goods (such as supplies, medicines
and medical equipment) across borders is increasing dramatically.




The full text of the joint statement can be downloaded here.
IMO COVID-19 page here: http://www.imo.org/en/MediaCentre/HotTopics/Pages/Coronavirus.aspx
WCO website: http://www.wcoomd.org/en/topics/facilitation/activities-and-programmes/naturaldisaster/coronavirus.aspx

28 Apr 2020 Adam Sharpeadam
Falling revenues, reduced scrubber orders and lower throughput at ports offer early indications of the impact
coronavirus is having on shipping
STARTING in China, where the pandemic
was mainly concentrated in the opening
months of the year and the first country
to lift lockdown restrictions, Cosco
Shipping Ports — part of the China Cosco
Shipping
Corp
conglomerate
—
reported an 11% drop in revenue for the
first quarter of the year, while total
throughput contracted by 4.4%
It was in Greater China that the company
saw the biggest effect of the health crisis,
with handling volume down 6.6% to
20.7m teu in the opening months. In
comparison, the volume at its ports elsewhere around the world was up 3% to 6.8m teu year on year.
The company was clear in its business statement that it does not see the outbreak as a hindrance to its
expansion plans and sees the declining valuation of terminal resources in other parts of the world as potential
opportunities to expand its global network.
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Orient Overseas Container Lines, also part of the state-owned CSP group, reported “better than expected”
results for the opening three months of the year, with a 5.5% rise in total revenue to $1.5bn and average
revenue per teu up by 6.6%. The total volume of liftings fell by just 0.4%, while its overall load factor was 1.1%
higher than the same period last year.
Alphaliner principal consultant Tan Hua Joo put the improvement, led by a 2% increase in liftings on both
transpacific and Asia-Europe trades, down to the fact that blanked sailings, which have been rising in recent
weeks, were already planned due to the Chinese New Year holidays and therefore did not reflect the full impact
of the virus outbreak.
However, the impact of the void sailings is likely to be felt by the firm in the next quarter, Mr Tan said.
Falling oil prices
Chinese ship repairers, meanwhile, are
feeling the effects of the coronavirus-related
price crash for oil and plunging bunker costs
with many shipowners, especially owners of
large containerships, said to have changed
their minds on scrubber fittings in recent
weeks.
Compared with traditional ship repairing
projects, installations of scrubbers, as well as
ballast water treatment systems, deliver a
much greater contract value, especially after prices were pushed up by the earlier surge in demand resulting
from the new International Maritime Organization environmental rules.
Yard sources in China told Lloyd’s List that the two devices could make up 60% of the revenue for large stateowned repairers, such as Cosco Shipping Heavy Industries (Guangdong), last year and 30%-40% for their smaller,
privately run Chinese competitors.
The sales bonanza and the resulting slot shortage was also used as the reason for inflating the conventional
repairs, which further boosted yards’ income. However, such a boom is quickly going into reverse, even though
yard workers, previously unable to get to work due to the lockdown restrictions, have returned.
Finnish smart tech business Wärtsilä also recently cited a weakened demand outlook for the engines and
scrubbers that it provides to the shipping sector as one of the reasons for a drop in pre-tax profit for the first
three months of 2020.
Oslo-listed outfit posts a net loss of $20m for the first quarter versus a profit of $6m in the year-earlier period
Chief executive Jaakko Eskola said measures taken to contain the spread of coronavirus had resulted in factories
running at lower than usual capacity and in restrictions on travel, which will present challenges in accessing
customer sites.
Similarly, Alfa Laval recently revealed that its scrubber order intake has fallen considerably amid the uncertainty
brought about by the current situation.
The Swedish engineering group, which makes scrubbers, heat exchangers and BWTS, said general uncertainty
around retrofit yard slot availability, the long-term availability and price of fuels, and freight rates contributed to
lower demand for scrubber technologies, compared with the first quarter of last year.
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27 April 2020

UNCTAD issues an action plan to tear down barriers to trade and transport and ensure the free
flow of goods, food and essential supplies.
As countries adopt radical measures to bring the coronavirus pandemic under control, international trade and
transport systems are under tremendous stress.
Early evidence shows that international trade is collapsing, threatening access to goods and critical supplies.
In response, a new UNCTAD policy brief outlines a ten-point action plan to help industries involved in the
movement of goods keep free-flowing trade afloat during the COVID-19 crisis and its aftermath.
“Trade facilitation is about keeping goods moving, so we must do our utmost to ensure the crisis doesn’t slow the
movement of critical supplies,” said Shamika Sirimanne, UNCTAD’s director of technology and logistics.
“Facilitating trade and the transport of goods has become more important than ever, to avoid logistical obstacles
that lead to shortages of necessary supplies.”
The policy brief presents concrete measures to facilitate transport and trade while protecting people from
contracting COVID-19.
Download: COVID-19: A 10-point action
plan to strengthen international trade and
transport facilitation in times of pandemic
Related link: Coronavirus (COVID-19) :
News, Analysis and Resources
It echoes an earlier call by UNCTAD
Secretary-General Mukhisa Kituyi to keep
ships moving, ports open and cross-border
trade flowing during this crisis period.
The foundations for recovery from COVID19 need to be set today. This includes
ensuring transport services, ports and border
agencies not only remain operational, but are also effectively strengthened to cope with the unprecedented
challenges they face.
The action plan is rooted in UNCTAD’s work with both international policy experts and operators on the ground,
through its trade facilitation, customs automation and maritime transport programmes.
10 steps to keep trade moving
UNCTAD proposes 10 policy measures to cover maritime transport, customs operations, transit, transparency and
legal issues, as well as technology to enhance paperless trade processes. The plan calls for policies that:
1. Ensure uninterrupted shipping
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2. Keep ports open
3. Protect international trade of critical goods and speed up customs clearance and trade facilitation
4. Facilitate cross-border transport
5. Ensure the right of transit
6. Safeguard transparency and up-to-date information
7. Promote paperless systems
8. Address early-on legal implications for commercial parties
9. Protect shippers and transport service providers alike
10. Prioritize technical assistance
The policy brief calls on governments to ensure health measures are implemented in ports and border crossings in
ways that minimize interference with international traffic and trade.
It also emphasizes the need for people involved in the movement of trucks, ships, and planes to be given the status
of critical personnel.
Transport, trade facilitation in developing countries
Developing countries face particularly challenging conditions. They need enhanced support from the development
community, as well as cooperation to keep trade moving.
“Even before COVID-19 struck, many developing countries were already confronted with the challenge of having
limited resources to make the necessary investments in transport infrastructure and services, and undertake trade
facilitation reforms,” said Ms. Sirimanne.
These measures require further investment in human, institutional and technological capacities, and should thus be
given priority by development partners.
UNCTAD already works with developing countries to support their trade and transport facilitation efforts. A key
example of such initiatives is the ASYCUDA programme, which offers a technology solution for customs
automation and a single window for trade.
UNCTAD also trains officials to build port management capacity, works with national trade facilitation
committees and provides technical assistance to improve transport transit in developing countries.
The committees enhance inter-agency coordination to facilitate trade flows, especially in emergency situations
such as the coronavirus pandemic.
Soon after lockdown measures commenced throughout the world, UNCTAD issued a set of guidelines and
recommendations for customs agencies and port operators to safeguard trade and transport while fighting COVID19.
“The action plan released today, with its 10 measures is yet another concrete step in support of safeguarding trade
and development in times of pandemic,” Ms. Sirimanne concluded.
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February 26, 2020
Cargo fires cost lives as well as money, the industry must work harder to prevent fires, and to deal with the
flames better when they do break out.
Passengers boarding flights at almost any airport in the world today will be faced with significant security
measures, including x-rays of luggage, scrutiny of travel documents and checks on stowed bags.
In contrast if you book a container load of hazardous chemicals, liable to heat up, explode and catch fire you can
tell the carrier that it is a benign cargo, car parts or something similar, reduce the cost of transportation and
avoid difficult questions.
Increasingly, however, the incidence
of these containers catching fire has
caused death and major injuries to
crew, has resulted in significant
environmental damage to the
oceans and the atmosphere, cost the
shipping line millions of dollars to
repair the vessel, other shippers
millions of dollars in lost cargo and
sales and, if shippers are lucky
enough to have their cargo returned
they will pay a share in the repair of
a vessel they did not cause damage
to, will pay to store their cargo at a
port they never wanted to go to and
pay again to transport that cargo to
its original destination.
Misdeclaration of container cargoes is causing criminal damage, to people’s lives, property and environment
with not a single person expected to be charged for what should be regarded as a criminal act.
Maersk Honam is a case in point. Five crew lost their lives, others were injured the fire on the ship burned for
days pouring out toxic smoke. The original container to ignite burned with enough intensity to ignite surrounding
cargo and reached temperatures that the salvage company Smit said were hot enough to melt the structure of
the ship.
It is to their credit that Maersk reacted quickly to the incident, ensuring families were informed and looked after,
and that the vessel was attended by salvage companies and the Indian Coast Guard who helped to control and
eventually extinguish the flames.
Lives were lost in this incident; many more lives were affected by it. But the owner of the cargo that caused the
fire may never be known. Flagged on the Singapore registry the report into the fire on the vessel is eagerly
awaited, though no news of its publication has yet been indicated.
Incidents such as the Maersk Honam, with varying degrees of severity, are occurring more regularly. In this
campaign we are partnering the shipping industry to call for regulators to reappraise outdated fire regulations
governing the onboard firefighting equipment and training for crew, so that regulations are fit for the design of
modern ultra large container ships and more generally for purpose in the modern supply chain.
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We are also calling for new methods to offer transparency in the container, a virtual glass wall that will allow
carriers more certainty as to the contents of the container that they are carrying.
In addition, there needs to be a globally agreed sanction on those that deliberately misdeclare cargo so that
when such a cargo is discovered the owner or those responsible will be held to account.
The international freight insurer TT Club has been at the forefront of efforts to minimise the problem at source,
tightening procedures to identify misdeclared cargo and educating those declaring to do so in compliance with
IMO-sanctioned codes of practice. “We welcome any visibility that the media can bring to the problem and the
campaign to ensure greater safety,” commented Peregrine Storrs-Fox of TT Club.
Some pointers for the industry have already been agreed with ABS offering a detailed report on the issue in the
autumn of 2019. The design of MSC’s latest fleet of ultra large container vessels such as the MSC Gűlsűn which
has been designed with firefighting equipment that is situated high on the vessel’s infrastructure and can deliver
significant amounts of water to any part of the ship. In addition, the vessel can flood a hold where fire has
broken out to douse the flames without risking crew lives.
These are design measures that go beyond the current SOLAS regulations, were agreed with class society DNV GL
and has led to the creation of a new notation FCS (c HAZID, FF HF) which was awarded to MSC for its new
generation of vessels, it was announced by the class society on 18 February 2020.
On the 1 March 2020, Container News will be launching a dedicated campaign highlighting the issues around
cargo integrity and the need for transparency. To contribute to the campaign, contact Nick Savvides, Managing
Editor at n.savvides@container-news.com
www.container-news.com

APRIL 30TH, 2020 SAM CHAMBERS
The International Transport Forum (ITF), which works under the auspices of the Organisation for Economic Cooperation and Development (OECD) in Paris, is set to lock horns with the liner community once again, issuing a
10-page report yesterday cautioning governments from rushing to bail out debt-laden carriers in the coming
months.
The cumulated debt of 14 major container carriers had reached $95bn by the third quarter of last year, a figure
that stood at $76bn in 2010, according to
data carried in the report.
The high debt level of container carriers
creates insolvency risks, the report pointed
out, citing reports carried by Splash earlier
this year on the so-called Altman-Z rankings,
a bankruptcy barometer. “Any bailouts for
the sector should address offloading of risks
to the public,” the ITF report urged.
The current oversupply of vessels could
become even more problematic, the think
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tank warned. Containership supply is set to increase 5% in 2020 and 3% in 2021, based on the current ship
orderbook. Demand for container freight, however, could fall by 10% to 30%. If global container trade volumes
were to contract by 11% in 2020, in line with International Monetary Fund (IMF) projections of an 11%
contraction of global trade, even an all-time high containership idling rate of 15% would not be able to bridge
the gap with the reduction of demand, ITF pointed out. As it is, idling is entering record 13% territory with May
set to worsen the situation.
Over the past decade, carriers mitigated excess capacity by lowering ship speeds, scrapping older vessels and
cancelling orders for new ships. Carriers will likely resort to a mix of similar instruments in the second and third
quarter of 2020, ITF suggested.

www.imo.org 27/04/2020
When ships enter and leave ports, vital information about
cargoes, dangerous goods, crews, vessel details and many other
things has to be exchanged with the authorities ashore. Under
IMO's FAL Convention, public authorities are now required to set
up systems so that all this happens digitally.
A new partnership between IMO, the World Customs
Organization, the United Nations Economic Commission for
Europe and the International Organization for Standardization
has been signed to support this increased maritime digitalization.
The partnership agreement which has been effective since 15
March paves the way for updating the IMO Reference Data Model and for its further development towards
harmonization of data standards in other areas, beyond the FAL Convention, such as exchanging operational
data that could help facilitate just-in-time operation of ships. Just-in-time operation allows ships to optimise
their speed so they arrive at their destination port when their berth is ready for them, thereby saving energy and
cutting costs and emissions.
The Parties of this agreement have been already cooperating to develop the IMO Reference Data Model, which
is a key element of the IMO Compendium on Facilitation and Electronic Business and covers the reporting
requirements defined in the FAL Convention to support transmission, receipt, and response of information
required for the arrival, stay, and departure of ships, persons, and cargo via electronic data exchange. This work
ensures interoperability between the respective standards of each organization.

April 10, 2020
Amendments to the IMDG Code prompted an update of "Book it right and pack it tight," guidance from insurers.
An increasing number of major incidents in a matter of months, including the fire on board COSCO Pacific that
started with a container load of lithium batteries, falsely declared as spare parts, has highlighted the severity of
incorrectly packaging or declaring cargo.
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On 1 January this year mandatory enforcement of the latest version of the IMDG (International Maritime
Dangerous Goods) Code, Amendment 39-18, triggered the republication of the UK P&I’s recommendations:
‘Book it Right and Pack it Tight’, in collaboration with TT Club.
“We are hoping to raise the issue that cargo is not being packed properly and it’s still causing major problems,”
explained UK P&I’s loss prevention director Stuart Edmonston.
There is no such thing as a small fire on a container ship 600 miles from port, said Edmonston. “I am currently
looking into about 40 fire incidents, some are near misses, some happened as cargo was being loaded and some
prior to loading or that had been discovered on the ship while it was in port.”
Serious incidents involving dangerous goods continue to occur on ships and in ports. Errors, misunderstandings,
misdeclarations and inadequate packing and securing lie at the heart of many of these incidents and Edmonston
notes that training or the carriers alone aren’t going to solve the problem.
The guide is intended to support stakeholders along the supply chain in the technical aspects of the IMDG Code.
“Regardless of how sophisticated electronic tools become, it is vital that the people involved at each stage of the
process have an appropriate understanding and expertise in order not just to carry out their immediate function,
but also to be able to validate what is presented on a screen,” said Uffe Ernst-Frederiksen, head of cargo
management at Maersk Line and chairman of CINS.
However, there are no provisions in the IMDG Code to provide packing certificates when dangerous goods are
loaded into tank containers. The equivalent for tanks is a “filling certificate” issued when the tank is filled to
state that the tank is compatible with the product and has been filled and closed correctly. There is no
requirement in the IMDG Code for the shipper to provide a filling certificate.
Despite this, many shipping lines request a copy of the tank inspection certificate, issued when tanks are first
commissioned and subsequently at 2.5 yearly intervals.
Source: Katerina Kerr, Tank Container Correspondent.

Malcolm Latarche · 09 April 2020
ShipInsight
As the world continues to face lockdowns due to the Coronavirus outbreak the International Transport
Intermediaries Club (ITIC) has issued advice that warns port agents of issues with receiving original bills of
lading.
During this unprecedented period, port agents may be asked by consignees to deliver goods to them without
providing a bill of lading in return. The consignee may claim that they have not received the bill of lading from
the shipper or cannot present it to the port agent because of lockdown.
In the instance that the original bills of lading remain with the load port agent ITIC recommends that its
previously published Telex Release guidance be followed. Telex release is a system whereby the original bill of
lading is presented to the load port agent rather than the discharge port agent. As the name suggests it
originated at a time when communication systems were less advanced than today.
Where the original bills of lading are not with the load port agent, ITIC has set out the following steps for port
agents to take in order to protect themselves:
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Obtain written permission from the principal to release any cargo without receiving a bill of lading in
return.



Ask the principal if a Letter of Indemnity from the consignee is required.
Check all freight has been paid.



The principal may ask the agent to check with the shipper (or the “to order party” if the original shipper has
already sold the goods on) as to whether they have released the bill of lading to the consignee or to the party
requesting the goods. This will help avoid releasing the goods to a fraudulent party. The agent should ensure
they pass all relevant information to their principal for review and approval.

Clandestine migration is an issue that attracts interest these days, with TT Club informing that except
border disruptions, this issue poses a great risk of contamination and damage to goods.
18/02/20

It is reported that refrigerated trailers which usually contain food are the most preferred host vehicle as they are
typically easier to get through port detection procedures. Specifically, soft-sided vehicles pass through passive
millimetric wave imaging (PMMWI) equipment and any irregularities are investigated with a manual vehicle
search. Yet, these procedures are conducted by port staff and not Border Forces.
In addition, solid-sided vehicles are not being scanned by PMMWI scanners, as the equipment is not strong
enough to penetrate the panels of the trailer. Thus, these vehicles pass through a heartbeat detection shed. Two
geophone sensors are placed on the ground (to calibrate the background noise) and two are placed on the body
of the trailer. The driver gets out of the truck, the engine and refrigeration unit are switched off, and any
irregular signal suggests that migrants are present. This process takes around 10 minutes and the volume of
traffic is high – around 15% of traffic is solid-sided vehicles.
It is stated that vehicle check is being conducted by French Port staff, as border forces search less than the 10%.
Nowadays, port staff also use sniffer dogs in the ferry allocation lanes, which are very effective, but again, mainly
with soft-sided vehicles.
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Concerning the UK, about 6,000 driver accompanied freight vehicles enter in an everyday basis, with the
majority entering through Dover of Eurotunnel.
The full EU membership has also led to a border freedom and less friction to new EU members. Therefore,
trucking fleets in these states have grown significantly.
Smuggling people is a rising business, with gangs reportedly charging in excess of €5,000 to conceal a migrant.
Migrants now often enter the vehicle hundreds of kilometres from the port – and the longer they are in the load
the more contamination occurs.
Now, 2019 closed with surging numbers concerning clandestine migration with each Brexit deadline, as
smugglers anticipated the border becoming more secure after Brexit.
Concerning the severity of this issue, TT Club informs that Oakland International, based at Redditch, UK, is a
specialist in assessing a variety of loads that may have been contaminated by clandestine incursion. Last year,
Oakland handled 350 contaminated loads. However, about 5,000 food loads were infected by stowaways during
that same period. Worryingly, many of these loads ‘disappear’ and reappear after an incomplete and
unauthorised clean up. Oakland has also seen a recent increase in other forms of contamination, such as insects
and rodents.
Many consignees reject a load that it is suspected to have been contaminated, but Oakland files show that, on
average, 85% of the load can be safely recovered. As such, this specialist intervention can reduce the material
loss.

16 March 2020
Written by: Mikael Lind and Juan Carlos Croston
Article No. 49 [UNCTAD Transport and Trade Facilitation Newsletter N°85 - First Quarter 2020]
Traditionally, a ship agent (as a
representative of the owner, the charterer or both- of a visiting ship), ensures that the
essential requirements for a ship visit are
arranged and met. Therefore, they have an
important monitoring role, before and
during a port call, taking the necessary
actions to avoid or minimize disruptions.
Ship agents also guarantee that involved
port actors are paid at the right level of
compensation.
Enhanced digitization and collaboration in
the maritime transportation sector,
through implementation of digital data
sharing, is an inevitable and unavoidable
change and one that will affect the ship agent’s business.
The current article explores emerging opportunities, and prerequisites to harness these.
The traditional role of ship agents as the ship’s port call coordinator
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The shipping industry is a self-organizing ecosystem where all its members are capital creation systems. They
each develop their specific recipe for creating capital by converting capital from one form to another form of
capital. For example, a shipping company uses economic capital to hire human capital to staff ships. The
combination of individual members’ capital and their related systems for transforming capital from one form to
another is the shipping ecosystem.
Ship agents provide two major types of capital. First, they provide social capital in the form of a network of
connections with a port’s service providers because they typically have personnel physically located in a port’s
city. Their specialized local social capital means they know whom to contact for routine and special services.
Second, they have developed routines and procedures, organizational capital, to deal with the local laws and
regulations and atypical features of their port and its environment. They have created efficient procedures to
weave together the various local requirements and services needed for a successful port visit in their territory.
Digital challenges for the ship agent
Traditionally, the port and its operators have relied primarily on the information provided by ship agents to
understand the current and future status of a port call. However, increased implementation of digital data
sharing among port actors is changing that.
Enhanced digital collaboration, by direct digital data sharing, creates a dynamic, up-to-date, common situational
awareness as the basis for the alignment of activities in the port call process. An increased focus on port call
optimization offers significant opportunities for efficiency improvements and environmental gains for service
providers and consumers. But this requires rethinking many port call activities and roles.
In this context, digital data sharing and collaboration could challenge the power of the ship agent as the primary
information hub for all involved in a port call and may be interpreted as a force reducing the value proposition in
the ship agent’s business concept. For instance, agents’ social capital will decline in value if they do not
accommodate digital data sharing for establishing the phasing of a port visit and managing its execution. For
example, communicating by individual phone calls or emails could be a time consuming, costly and inefficient
alternative to a seamless digital data exchange with service providers to establish when, where, and what
services will be provided and to update these as circumstances require.
Shipping agents who want to continue to participate profitably in the ecosystem will need to re-blend their social
and organizational capital to match the digital connectivity and standardized digital data exchange that will
dominate the execution of the future port visit.
Revisiting the foundations: The role of the ship agent in a maritime digital ecosystem
The future role of ship agents is now coming under the spotlight. That role will be influenced by digital systems
of record and data sharing that provides dynamic high-fidelity situational awareness for all stakeholders. Digital
data sharing and greater visibility of plans and their modification could enhance the role of agents willing to
embrace digitization.
With the growing ability of the ship agents to collect and analyze incoming data streams, their value proposition
for both the ships as well as the port actors opens new opportunities to change and enhance their business
model. They could go beyond organizing the delivery of local services to ensure that they are delivered with full
satisfaction and predictably as well as validating invoices against real time data. This means that a ship agent
could become the provider of information and optimization services to transport buyers and cargo owners by
becoming the physical and informational integrator of maritime operations in the global transport chain.
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An agent’s organizational capital needs to be reformulated as software that can seamlessly connect with all
parties within the port because the ecosystem is being rewired with fiber optics, WIFI, 5G, and satellites. To
facilitate interoperability between information systems, the agent must also use an established data exchange
standard, as well as building data analysis capabilities.
A digitally connected and coordinated agent can contribute to lower costs for the shipping company or charter.
For example, if the ship agent has greater certainty over ship arrival times because of digitization and data
sharing, then crew replacements as well as inspections could be supported without the need for extended
overnight accommodation in hotels.
Traditional social capital maintained through informal means, such as a dinner or coffee together, will still have
its place. It will remain a source of innovation and reinvention as it will keep the shipping agent aware of what its
port partners are planning in terms of new services and facilities. Every formula for success, even in past
traditional times, requires an ongoing recipe rejuvenation because of changes in practice and technology.
Routine interactions will be digital, but the future will be socially constructed by shipping agents and service
providers and then digitally engineered.
Collaboration (and sustainability) are key drivers for the future of shipping and supply chain industries. The
enhanced degree of digitization and collaboration now occurring in the maritime transportation sector offers
greater efficiency, predictability and profitability for the involved actors.
Although it will change the capital creation recipe of many actors in the maritime transport ecosystem, this
development should be welcomed by ship agents. By embracing the digital port scenario, ship agents can
continue to be the primary source of local information in port call visit coordination and can create new business
opportunities. The implementation of data sharing for enhanced transparency and harmonization among port
actors creates opportunities for ship agents to deliver faster and higher service quality empowered by digital
means and new services, including some of those mentioned in this article.
Mikael Lind is Associate Professor and Senior strategic research advisor at Research Institutes of Sweden (RISE)
and Chalmers, Sweden. He has initiated and headed several open innovation initiatives on ICT for sustainable
transport and has co-founded Maritime Informatics │ Mikael.Lind@ri.se

INTERCARGO published its Bulk Carrier Casualty Report 2019, which includes an analysis of casualty statistics
covering the timeframe between 2010 to 2019.
CASUALTIES | 04/05/20

Key findings:



39 bulk carriers (of over 10,000 dwt) have been identified as total losses 1 for the years 2010 to 2019.



Size bracket 10,000-34,999 dwt: 12 bulk carriers were lost, representing 30.8% of the total 48 casualties
reported.



Size bracket 35,000-49,999 dwt: Seven vessels were lost, representing 17.9% of the total, without a clear
pattern of improvement through the years.
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Size bracket 50,000-59,999 dwt: Nine vessels were lost, representing 23.1% of the total, with five losses
related to suspected cargo failure (liquefaction) and consequential loss of 72 lives.



Size bracket 80,000+ dwt: Seven vessels were lost, or 17.9% of the total.



Four bulk carrier losses in the size bracket 60,000-79,999 dwt equate to the lowest number of casualties,
representing 10.3% of the total.



In terms of annual ship losses, after peaking in 2011, a reduction of ship losses was observed thereafter.

The report highlights that cargo shift and/or liquefaction is one of the greatest concerns for the safe carriage of
dry bulk over the past 10 years, likely to be the main reason behind eight bulk carrier casualties and 106
seafarers losing their lives. The most common reported cause of ship losses has been grounding, with 17 losses.
Losses due to flooding accounted for five ships, and four ships were lost due to unknown causes, accounting for
35 lives.
Analysis of total losses for previous ten years 2010 to 2019:





39 bulk carriers over 10,000 dwt have been identified as lost, or on average 4 ships per year.
173 crew members have lost their lives as consequence, or on average 17 lives lost per year.
The average age of the bulk carriers lost was 20.8 years.
Vessels amounting to 2.59 million dwt have been lost, or on average 259 thousand dwt per year.

INTERCARGO applauds the latest amendment to the International Maritime Solid Bulk Cargoes Code (IMSBC 0519), which will enter into force on January 1, 2021.
The Code states that
This cargo may suffer instability due to moisture content resulting in dynamic separation and formation
of a liquid slurry (water and fine solids) above the solid material, leading to a free surface effect which
may significantly affect the ship’s stability. This cargo is not liable to undergo dynamic separation when
the cargo is shipped below its TML [transportable moisture limit]’ (Res MSC.462(101), adopted on 13
June 2019).
At the end of January 2020, 24 of the 39 bulk carrier losses covered in the report have had investigation reports
made available on IMO GISIS, representing around 60 percent of the total. The average time from an incident to
a report becoming available has been 32 months for these investigations.

02.07.2020 13:20 | Ricardo Sánchez | Source: ECLAC
Maritime Container Trade
In the first 3 quarters of 2019, 126.3 million TEUs were moved worldwide, of which 66% corresponded to
overseas trade and the remaining 34% to intraregional maritime container trade. In the first case, the increase
compared to the same period in 2018 was + 0.9% while in the second it also registered a growth of 1.3% (YoY).
The main world traffics to overseas destinations originated in the Far East, which reached 39.3 million TEUs. In
the case of intraregional traffic, these in 2019 were also led by the Far East, with 31.4 million TEUs.
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For Latin America, 2019 aims to be a year of performance between weak and bad. The export and import traffics
(in the first nine months of the year) varied as follows: Among global traffics, one of the ones that had the
greatest loss during the year 2019 was the trans-Pacific traffic, mainly due to trade conflicts between China and
the United States. Indeed, transpacific traffic varied by -2.2% in 2019, with containerized imports from the
United States from China suffering the most significant loss (-10%), while Asia as a whole had a positive variation
from 1%. Other countries also benefited from this context such as Vietnam (more than 34%), Malaysia (27%),
Thailand (18%), and some like Korea, the Philippines, among others, which grew between 7% and 10%) . These
figures place the region with a share of just over 10% of the global commercial traffic of full containers.
Latin American port throughput
In the sample of 70% of the container terminals in Latin America and the Caribbean considered in the exercise of
the port ranking of ECLAC of the previous year, the preliminary numbers of the port activity of 2019 record a
contraction of the activity of a 3.5 %, which represents a different performance from the rest of the regions of
the world where in general it is expected that 2019 will end worldwide with a throughput variation of 2% over
2018. This includes positive variations in the different regions a exception of Latin America and Middle East / ISC
(which would have a -2.9% drop). The positive performance is explained by the performances shown by Asia (+
3%), Europe (+ 3.2%) and North America (+ 2.2%).
However, the analysis by country within Latin America and the Caribbean presents a heterogeneous variation in
throughput between countries. Among the cases in which there was an increase in activity in 2019, in South
America, only Colombia and Peru stand out, with increases of 3.5% and 6% respectively over 2018. On the other
hand, the rest of the registered in the sample exhibits falls: Argentina -15.2%, Brazil -16.8%, Chile -4%, and
Uruguay -6.1%. For Central America and Mexico, the figures also show positive and negative values with respect
to 2018. Among those that grew, Panama stood out with a growth of 4.7% and Mexico (in both cases with data
for all of 2019), which showed a slight increase in 1.7% (in both cases with data from all of 2019). With data up to
the third quarter of the year, Acajutla + 14.7%, Puerto Quetzal (+ 3.6%), Puerto Castilla (+ 4.6%), (Puerto Limón
(+ 1.6%) and Santo Tomás de Castilla (+ 1.2%) also grew. Meanwhile, others fell: Puerto Cortés (-4.5%), Puerto
Barrios (-4.1%), Corinto (-3.9%) and Caldera (-0.5%). In summary, the whole of Costa Rica, Nicaragua, Honduras,
Guatemala and El Salvador show an interannual improvement, according to the sample, of 0.7% The tables
below present the data collected in the analyzed sample.
Globally, the forecasts of firms such as Drewry and Clarkson agree on a throughput growth for 2020 of
approximately 3.3%, a little higher than the forecast for 2019, of approximately 2%.

January 20, 2020
Peru is one of the five countries worldwide that contributed to 57% of the 162 total attacks.
According to a report by the International Maritime Bureau (IMB) of the International Chamber of Commerce
(ICC), during 2019 there were 162 cases related to piracy and armed robbery against ships, 39 cases less than
2018. Of the total records, 29 correspond to Latin America.
Africa is the continent that registered the highest number of incidents with 71 records, followed by South Asia
with 53 cases and Latin America in third place with 29.
In the case of Latin America precisely, Peru suffered 10 attacks, being one of the five countries worldwide that
contributed to 57% of total attacks, along with Nigeria (35), Indonesia (25), the Singapore Strait (12 ) and
Malaysia (11). Of the total number of incidents in Peru, nine were pirate attacks and one was an attempted
attack.
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Venezuela suffered 6 incidents, of which five resulted in pirate boarding attacks and one in an attempted attack.
For its part, Colombia recorded three incidents, two with boarding and one was an attempted attack. Ecuador
also suffered three incidents, one was a boarding attack, the second was an attack attempt, and the third was a
shot attack attempt.
Brazil and Haiti suffered two boarding attacks each, while the Dominican Republic, Panama and Mexico received
one.
Type of violence
Regarding the weapons used during the attacks, 47 pistols, 36 knives, 74 undeclared weapons and 5 other
weapons were used worldwide. The months with the highest number of incidents were May (21) and December
(17), while the month with the fewest incidents was June (2).
Regarding the types of violence against ship workers, 3 assaults, 59 hostages, 7 wounded, 174 kidnappings /
ransoms, 6 threats and 1 murder were reported worldwide.
In Latin America, hostage cases were recorded in Ecuador (2), Haiti (1), Peru (2) and Venezuela (1). There was
only one assault in Peru and one threat in Venezuela. Panama, meanwhile, registered one wounded and one
murder, the latter being the only case worldwide in 2019.
Ships
The types of ships most attacked worldwide were bulk carriers (46), tankers (38), tankers (19) and container
ships (14).
To a lesser extent are general cargo ships (7), chemical tankers (7), LPG tankers (6) and tugs (5).
As for the flag of the most attacked ships, the ships of the Marshall Islands (28), Singapore (22), Liberia (19) and
Panama stand out.
Prone areas
The IMB highlights Haiti, Peru and Venezuela as the countries most prone to piracy attacks and armed robbery in
South America, Central America and the Caribbean.
In the case of South Asia and the Indian subcontinent, the countries with the highest warnings are Bangladesh,
Indonesia, the Strait of Malacca, Malaysia, the Philippines, the Strait of Singapore and the South China Sea.
While Benin, Cameroon, Equatorial Guinea, Ghana, Guinea, Ivory Coast, Nigeria, Togo, The Congo, The Red Sea,
Gul Aden, Somalia, the Arabian Sea and the Indian Ocean are the most incident-prone places in Africa and the
Red Sea.
It should be noted that, although the Piracy Reporting Center (PRC) appreciates the decrease in the number of
attacks in 2019 compared to 2018, they are extremely concerned about certain increases in different parts of the
world, especially in the most prone areas.
The IMB recommends that all ship owners and captains report their attacks, attempted attacks, or suspected
piracy attacks or armed robbery to their Piracy Reporting Office (PCR), as this is a vital step in ensuring that all
the measures will be implemented by the corresponding authorities.
Source: MundoMaritimo
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13 cyber security challenges ports face
The European Union Agency of Cyber Security's report on smart ports and technology, presents the pros
and cons of technology in the shipping industry, focusing also on the cyber security challenges the ports
may have to deal with.
27/04/20
The "Port Cybersecurity" report published in December 2019, highlights that because of the rapid development
of digitalization ports now have to deal with a great number of cybersecurity challenges, some of them are quite
generic within any IT and OT environment, while others are quite specific to port ecosystems.
In essence, the development of smart ports comes with potential cyber security challenges and threats that may
arise, such as:
1 Lack of digital culture in the port ecosystem
Indeed, new trends such as digitisation and IoT initiatives are colliding with the conservative nature of the
maritime industry, but are becoming more and more adopted. In this context, the cyber security needs and best
practices of these initiatives are often not considered as a priority by stakeholders who are first looking at
technology adoption;
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2 Lack of awareness and training regarding cybersecurity
Ports ecosystem used to only rely on safety and physical security to address risks, IT and OT bring new challenges
with regards to cybersecurity that port stakeholders often do not fully anticipate and master.
3 Lack of time and budget allocated to cybersecurity
As a consequence of poor awareness, especially of top management with regards to cybersecurity challenges.
4 Lack of human resources and qualified people regarding cybersecurity matters
The ports do not have enough people in IT and OT staff to manage all projects, especially cybersecurity projects.
Moreover, cybersecurity skills are very specific and scarce which makes it difficult for small companies to hire
adequately qualified people on those topics.
5 Complexity of the port ecosystem due to the number and diversity of stakeholders taking part in port
operations
This ecosystem is built from companies of various sizes, with various levels of cybersecurity capabilities and can
even be direct competitors among themselves. This makes the overall cybersecurity control at port level difficult
with heterogeneous level of controls within the port.
6 Need to find a right balance between business efficiency and cybersecurity.
7 Lack of regulatory requirements regarding cybersecurity
The NIS Directive is a first base to implement cybersecurity measures, but only concerns some of the
stakeholders in the maritime sector. This is not yet enough to ensure a proper level of cybersecurity over the
entire port ecosystem and to allow enough budgets to be released to meet the requirements.
8 Difficulty to stay up to date with the latest threats
Especially in view of the diversity of stakeholders operating in the ports, the processes, the systems
implemented and used and the rapid growth of innovations in the port ecosystem.
9 Technical complexity of port IT and OT systems
The port stakeholders use different systems that are developed, managed and maintained by different teams or
entities. For example, they can be developed either by port IT teams, either by third-parties or by IT providers.
Moreover, they can be based on various technologies.
10 IT and OT convergence and interconnection
Usually OT systems, more vulnerable than IT systems, are protected because they are separated from IT systems
and networks. But, increasingly, IT and OT systems and networks, become more and more dependent and
interconnected, exposing OT systems to higher risks.
11 Supply chain challenges
A number of cybersecurity challenges are associated with the supply chain: lack of cybersecurity certifications for
port products and services, security risks related to supplier remote access to the port networks/systems, long
patching cycles for certain types of systems (e.g. ICS), heterogeneity and high number of supplier landscape,
difficulty to change supplier services. Contractors do not have much control over the cybersecurity level of their
suppliers and, consequently, over the cyber risks they involve (supply chain attacks).
12 Strong interdependencies between port systems and services and external services from other sectors (e.g.
energy) that introduce interdependency cybersecurity risks.
13 New cyber risks resulting from the digital transformation of ports
Ports are currently launching several projects to digitalize port processes, in particular with the emergence of the
SmartPort concept45, cyber risks should be taken into account in the initial phases of those projects.
SOURCE: SAFETY4SEA
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